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Cybersecurity Guidance for Retirement Plans

By Anthony Bianchi, Supervisor and Louis F. LiBrandi, Principal

For the first time, the Department of Labor (DOL), through its Employee Benefits Security Administration
(EBSA), is offering guidance to plan sponsors, fiduciaries, record keepers and other service providers, as
well as plan participants, on maintaining cybersecurity.

With more than 140 million Americans participating in an employer-sponsored retirement plan (based on
2018 data), the need to address cyber risk and to safeguard the more than $9 trillion in plan assets, has
never been greater.

Overview

The DOL’s Cybersecurity Program Best Practices guidance is welcomed and comprehensive. Below is an
overview by various groups involved with retirement plans:

For plan sponsors — tips for choosing service providers with strong cybersecurity practices

For fiduciaries and record keepers — cybersecurity best practices to ensure that these providers
are proficient in managing cyber risk

For plan participants — security tips when accessing personal account information online,
including the use of strong passwords, being alert for phishing expeditions, and exercising caution
when using public WiFi

With cyberattacks becoming more frequent and sophisticated, the responsibility for keeping plan and
participant information safe is critical.

Contact Us
The Employee Benefit Services Group at PKF O’Connor Davies is available to assist employers with all

aspects of employee benefit plan compliance. For more information, please email Tim Desmond at
tdesmond@pkfod.com or Louis F. LiBrandi at llibrandi@pkfod.com..

About PKF O'Connor Davies

PKF O’Connor Davies, LLP is a full-service certified public accounting and advisory firm with a long history of serving clients both
domestically and internationally. With roots tracing to 1891, fourteen offices in New York, New Jersey, Connecticut, Florida, Maryland
and Rhode Island, and more than 900 professionals, the Firm provides a complete range of accounting, auditing, tax and
management advisory services. PKF O’Connor Davies is ranked 27th on Accounting Today’s 2020 “Top 100 Firms” list. It is also
ranked among the top 20 best accounting employers to work for in North America by Vault.

PKF O’Connor Davies is the lead North American representative in PKF International, a global network of legally independent
accounting and advisory firms located in over 400 locations, in 150 countries around the world.

Our Firm provides the information in this e-newsletter for general guidance only, and it does not constitute the provision of legal
advice, tax advice, accounting services, or professional consulting of any kind.
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